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Photo Illustration by Elena Scotti/Lifehacker/GMG, Photography via Shutterstock In our new series Getting It, we'll give you everything you need to know to get started with and excel in a wide range of technologies, both on and offline. Here we arm you with everything you need to know to understand and use virtual private networks. In an attempt to hand out just what, it is the virtual private network (VPN)
there, it can be helpful to just take the first word away. This leaves you with a private network that seems pretty simple. A private network is one that is basically slob out from anyone who does not have permission to access it. Think of your college intranet. Or CIA servers. Adding the virtual part back basically means that you get access to this private network virtually, from your home computer (as it
wouldn't quite do to a university or spy agency-sized server running in your home.) But what is a VPN really? VPNs are basically a set of servers that you connect to through an ISP. Once you have established a connection with a VPN, a process known as tunneling, servers act as your virtual home on the Internet. It's as if you've moved yourself into a secure office space without actually moving at all. G/O
Media can get commission as you surf the web from this safe space, all the data you send and get encrypted, offering you a good degree of privacy. After tunneling, your ISP or even some spy agencies can't tell you what information you're viewing or downloading. Why use a VPN? Obviously, security is one of the main reasons to always use a VPN to access the Internet. Since all your data is encrypted
after tunneling, if a hacker tries to intercept your browsing activity, say, while you're entering your credit card numbers to make a purchase online, encryption will stump up their efforts. This is why it is a particularly good idea to use a VPN in public places like cafes and airports. The second main reason to go with a VPN is a closely related privacy issue. If you like to surf for garden gnomes made in the late
19th century in Grefenrod, Germany, it's not a foreign thing, is it? Data encryption is what you are looking for, what you say on forums, and what you watch through streaming is entirely your own business. It's important to remember that a VPN will protect the data you send from your computer to a VPN center, but that doesn't necessarily stop you from being tracked using cookies and other web trackers.
VPN provides network traffic encryption, Ximning Ou of the University of South Florida told us. This ensures that communication cannot be easily eavesdropped/tampered with by opponents. This does not affect app features such as Cookie. So yes cookies can still be installed on your browser if you tunnel through a VPN. To avoid such tracking efforts, it is advisable to spend all your surfing with your
browser installed on incognito or privately. Mode. may also want to consider installing tracking lock software as ghostery. Yesterday the House of Representatives approved a measure that killed the upcoming FCC decision that ... More The third essential consideration for using a VPN is the fact that it can give you a virtual location. Worried about the feds coming knocking on your door because of your
unnatural fascination with garden dwarves? They won't actually be able to link your IP address to your physical address. Want to play in an online poker room, but it is not allowed from your country? Then just tunnel into a country where such activity is sanctioned and you'll be good to go (all in). Want to broadcast this film that has been banned by your government? It's probably not forbidden everywhere,
so find a country where it's kind of, tunnel, and break out of popcorn. It can also work backwards. If you travel far from your country but you want to watch a show that is only available on a provider such as Netflix Home, you can tunnel there to view it. The same applies to banking and other websites that may not be available anywhere but the motherland. Of course, while tunneling into a VPN can allow you
to circumvent the laws and restrictions of your country, don't forget that you are still bound by them. Using a VPN doesn't make you invisible, just anonymous. So if you do a lot of suspicious surfing and you catch the eye of a government agency, with enough resources and time, they will probably be able to find you. Choosing a reliable, reliable VPN service provider is difficult, but more on Reddit, user That
One... Read more How to choose a VPN provider. There are now just scores and dozens of VPN providers to choose from. Finding what's right for you comes down to a few basic considerations: cost versus security. In general, the more security the VPN service provides, the higher the cost will be. Most users will just be excellent using an affordable main VPN provider that offers solid services from about
$4.99 to $12.99 per month. While the evaluation of various VPN providers goes beyond this article, studying the reviews of different providers and moving on with one that has a long track record to protect its users is always a good place to start. One Reddit user even put together a massive list that evaluates various VPN providers. Logies vs. magazines. What is related to security, one of the factors
separating vendors is whether they store and view user data logs. If they don't, you'll get an extra degree of anonymity. If they do, these records could be a way to track you down if someone wants to put in at the time. IP exchange. Another quick way to evaluate a potential VPN service provider is to find out if they same IP address for multiple users. It's harder to identify one user if many are surfing with
the same IP address, so ip-sharing offers another level of protection. The location of the servers. With C almost ubiquitous WiFi, it's easy to forget that the internet is still a thing associated with cables and wires. Thus, a service that offers a wide range of VPN sites can be profitable. If you regularly want to transfer content from the UK and you live in Kansas, for example, then you will want to see if your
provider has a hub on the east coast of the US as well as a server in London. The location of the server can also be important depending on your needs. If for some reason, it is beneficial for you to have an IP address in Japan and then make sure your ISP will allow you to tunnel there. Number of servers. A vpn provider that has more servers will mean that you won't be crammed into a crowded server
where your connection time will slow down. Multi-device support. Once you register you'll register a VPN service, you not only want to connect your own computer, but you may have other computers, tablets, and phones on which you want to install the software. Most providers allow you to connect up to five devices, but be sure to check that before you sign up. IP leak. One relatively easy way to rate a
VPN provider is to see if they offer a free trial. If they do, sign up, tunnel and then visit this site. This will help you determine if you have an IP leak, which means that your true location is somehow leaked. If you see your ISP or your true physical location on this page, then you want to move on and find a safer VPN provider. The user interface. Finally, take a look at how the VPN provider's software actually
looks and works. Does it seem relatively easy to operate? Is it easy to turn it on and off? Is it easy to quickly change the place you're tunneled into? While you probably won't use VPN software much, it's good to know that when you need it, you won't mind accessing it and you'll have the control you want at hand. Virtual Private Network (VPN) is a great way to add security to view as well... MoreSIs are
there any flaws in the use of VPNs? If you are considering adding a VPN to your web surfing activities, there are two considerations that you want to be aware of. The first potential problem is also what makes a VPN attractive to some- the ability to forge your address. It's great when you need to appear in another country to access your services and content, but not so great all the time. For example,
suppose you are in the US but a tunnel in the UK and you decide to do a little online shopping. Suddenly, all your prices will be in pounds instead of dollars. In addition, if you subscribe to certain such as Bitcoin, the system will take your IP address as a gospel for your location, so you can end up getting pigeonholed in an area where you don't really live. Once this happens, making changes is not always as
easy as changing the tunnel and rebooting the site. Second, working from a remote site can slow down the viewing speed. View. it's barely noticeable, but sometimes it can be significant, and it goes back to the idea that your information still needs to travel through cables on a VPN before you can go online. However, as the recent Krack attack shows, using a VPN is almost becoming a necessity, not just
an option. This attack has opened up vulnerabilities for almost everyone who uses WiFi without the protection of a VPN tunnel. So even if there are some problems with using a VPN, the benefits far outweigh them and getting even the minimum warranty offered by a free provider is certainly not something you would regret. Regret.
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